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O KaKkux cuctemax pevb? X QgEzr TN

* ApeHpaoBaHHble VPS/VDS

* ApeHpoBaHHble CMS

_WELCOME TO THE INTERNET

* JIn4HbIN canT 6abyLLKKM BHYKA

" PLEASE FOLLOW ME #* s
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YTO Mbl XOTUM OT TaKUX CUCTEM ? Dol A

...........
. -
A .

,4 Relay
] Communications

Direct-to-Earth
Communications bt

Future Mars Rovers
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KaK 3alumaTtb TakKne cuctemol? REEEO A

1. Black box

(ycrnoBud, paBHble LeneBoMy Nosfib3oBaTento/BHELLHEMY
HapyLnTesno)

2. Gray box

(6onblile BO3MOXHOCTEWN 3a CYET 3apaHee
NpeaycMOTPEHHbIX MEXaHM3MOB)

3. White box

(ewe Oonbllie BO3MOXHOCTEN NPX aHanuae XypHarnos)

28.06.2022 MEPCMEKTUBHBLI MOHUTOPWHI



Black box

Bpemsa oTBeTa

TTL y3nbl TpaccupoBka

Bpemsi otBeTa
GET/HEAD
[laHHble oTBeTa

[laHHblEe OoTBETAa DNS

Banner
grabbing

[laHHblEe OTBETAa

28.06.2022

Phishing DNS

[laHHble oTBEeTa

MEPCMNEKTVBHbIA MOHUTOPUHI

AbuselPDB

PenyTaunoHHble

aHHble ]
a VirusTotal

MOHWUTOPUHT

0 Shodan.io
YA3BMMOCTEN

OTKpbITblE BGP

NCTOYHUKUN
NES

Search
engines



Gray box SCENT A

BpemeHHble [aHHble
XapaKkTepuCTUKn oTBeTa

WEB APP

BpemeHHble
XapaKkTepuCTUKn

SMTP/POP3/IMAP

BpemeHHble
XapaKTepPUCTUKM
CueHapun
NPOBEPKU

[1aHHblE
oTBeTa

FTP/cloud storage SIP/videoconf
BpemeHHble [aHHble BpemeHHble [aHHble
XapaKkTepUCTUKN oTBeTa XapaKkTepPUCTUKN oTBeTa
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White box (MOHUTOPUHI Nnoros) SEETIN A

SMTP/POP3/IMAP

WEB

CurHaTypHbIn
aHanus

FTP/cloud storage

SIP/videoconf

MexaHnam
[OCTaBKU

SQL/noSQL

COop n xpaHeHune

Remote Control

OCTOBbIE
cpeacTBa 3alUThl

0p)

OBPUCTUYECKUN
aHanus
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NTorum Rl A

NmeeTca BO3MOXHOCTL obecrnevnBatb 6€30MacHOCTb OTKPbIThIX
cuctem 6e3 UCnosib30BaHUSA Kaknx-nmbo cpencTs 3aLlnTbl U
N3MEHEHUA KOHpUrypauumm cepsmcos

[Mpy MUHUMaNbHOM N3MEHEHWUM KOHUTYpaLIMN CEPBUCOB J
BO3MO)KHa paclLUMpeHHasi NpoBepKa COrnacHo cLeHapusiv

[Mpn obecneveHnn HeNpepLIBHOW Nepenayvn XXypHanos CEPBMCOB
nMeeTcs BO3MOXHOCTb obecneuntb 6e30nacHOCTb OTKPbITbIX
CEPBMCOB Ha BbICOKOM YPOBHE

AO TIM yxe BHeapuno B npouecc pabotel SOC gaHHble
MeXaHN3Mbl MOHUTOPUHIa

28.06.2022 MEPCMNEKTUBHbLIN MOHUTOPUHI 8




[Tpnmep

YKypHan nginx

MexaHu3m gocTaBku

Cratuctnyeckum
aHanus

[TocTpoeHmne
KpacmBoro rpadpa
(korieco 0603peHns)

28.06.2022
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[lpumep 2 REEFOR A

[IDS HS] Events timeline

Aug 7 11:58:88 172.31.8.48 nginx_access_amonitoring_ru: 185.2208.182.258 - - [@7/Aug/2621:11:58:88 +8368] "GET /wp-content/plugins/db-backup/download.php?Tile=../../../wp-config.php HTTP/1.1" 483 118 “http://
amonitoring.ru/wp-content/plugins/db-backup/download.php?file=../../../wp-config.php" "Mozlilas5.8 (Linux; Android 7.8; SM-G892A Bulid/NRD98M; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.8 Chrome/68.
8.3112.187 Moblie Safari/537.36"

AM EXPLOIT Generic Path Traversal in URI




TeX H mfotecs
2022 QmeCT

Cnacmbo 3a BHUMaHue!

U paBanTe NMoMOHUTOpUM!

Ceprei Heitrep
InpekTop No pasBuTU HGusHeca KomnaHuu «lepCrneKTUBHbIA MOHUTOPUHT »
Sergey.Neyger@amonitoring.ru

MoonucbiBauTeCb Ha HaWW CouUCeTwH
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